
Boost Productivity, Reduce Liabilities, and Block Web Threats• More control over web
content – globally

• Control access to HTTP and
HTTPS web sites

• Cost-effective web
filtering

• Centralized policy
enforcement and
notification

• Flexible custom policies

• Passthrough authentication

• Centralized logging and
reporting out of the box

• Daily incremental
database updates

WebBlocker is an integrated security subscription that enhances the built-in, proactive zero day protection of
the Firebox® X. It lets you manage web access and content to give you control over your users' web surfing.
By using the continually updated SurfControl® database, WebBlocker blocks malicious sites to keep your
network protected from risky web content such as spyware, and pharming and phishing sites. It can block
access to web pages delivering streaming media, Peer-to-Peer (P2P), Instant Messaging (IM), and webmail
capabilities. You can also use up to 54 web site categories to block content inappropriate in the workplace.
WebBlocker conserves your network bandwidth, helps prevent legal liability, increases employee productivity, and
protects against malicious attacks from rogue web sites.

An Integrated Security Subscription for the Firebox® X 

WebBlocker

WebBlocker enables you to configure:

• Up to 54 web site categories to easily control your
users’ web surfing

• Web access by users, groups, and domains, and
by time of day,* department requirements, or
employee need

Centralized Logging and Reporting Out of the Box
With WebBlocker, you'll have the ability to track where
your users are going, and when. By generating graphical
reports of web access, attempted policy violations and
Internet usage by time of day,* you'll get the data you
need to make security policy and network bandwidth
decisions. And unlike other solutions, these capabilities
are all included with your Firebox X purchase.

Daily Incremental Database Updates
The SurfControl database is one of the world’s
largest global databases of web sites, updated daily
to give you the most current and accurate protection
available. Simply schedule your
updates, and automatically receive
the next incremental database
changes.

WatchGuard®
D A T A S H E E T

More Control Over Web Content – Globally
With WebBlocker, you have access to an
automatically updated database containing over
14.4 million global sites – including web sites in
English, German, Spanish, French, Italian, Dutch,
Japanese, and Traditional and Simplified Chinese.
You can quickly select your web security policy from
54 content-type category filters. Allow or block
access to entire web site categories with a simple
mouse click. Easily create exception lists for trusted
sites, or blacklist specific URLs or IP addresses.

Cost-Effective Web Filtering
Priced per appliance instead of per user, one
WebBlocker subscription provides network-wide
protection for all users configured behind your
Firebox X. And because it’s fully integrated with the
Firebox X, there is no additional hardware to buy.

Centralized Policy Enforcement and Notification
WebBlocker’s quick set-up wizard and object-based
configuration tool make it easy to implement your
web usage policies. Customizable notifications keep
users informed and help them understand why
certain content is restricted. On Firebox X Peak™ and
Core™ appliances, and Firebox X Edge appliances on
a Peak or Core network, WebBlocker is managed
using the powerful WatchGuard System Manager
(WSM). Stand-alone Firebox X Edge appliances use
an intuitive web-based UI.
Flexible Custom Policies

WebBlocker includes 54 content-type filters for
flexible control. Access can be assigned by user,
group, domain, department requirement, or
employee need.

WatchGuard System Manager view of WebBlocker

*Scheduling feature available on Firebox X Peak and Core.

Earth-friendly technology

 



WebBlocker One-Year Subscription

Firebox®X PeakTM 

Firebox X5500e WG017313

Firebox X6500e WG017314

Firebox X8500e WG017315

Firebox X8500e-F WG017316

Firebox X5000 WG017153

Firebox X6000 WG017155

Firebox X8000 WG017157

Firebox®X CoreTM

Firebox X550e WG017310

Firebox X750e WG017311

Firebox X1250e WG017312

Firebox X500* WG017093

Firebox X700* WG017096

Firebox X1000* WG017099

Firebox X2500* WG017102

*Requires Fireware® Pro advanced appliance software

Firebox®X Edge
Firebox X10e or X10e-W WG017359

Firebox X20e or X20e-W WG017360

Firebox X55e or X55e-W WG017361

Firebox X5 WG017196

Firebox X15 WG017198

Firebox X50 WG017200

Firebox X5-w WG017202

Firebox X15-w WG017204

Firebox X50-w WG017206
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Firebox®X Core™ UTM Bundle

Firebox X550e UTM Bundle WG50553

Firebox X750e UTM Bundle WG50753

Firebox X1250e UTM Bundle WG51253

Firebox®X Edge UTM Bundle

Firebox X20e UTM Bundle WG50026

Firebox X55e UTM Bundle WG50061

Firebox X20e Wireless UTM Bundle – North America WG50027

Firebox X20e Wireless UTM Bundle – International WG50028

Firebox X20e Wireless UTM Bundle – China WG50029

Firebox X20e Wireless UTM Bundle – Japan WG50028-JP

Firebox X55e Wireless UTM Bundle – North America WG50062

Firebox X55e Wireless UTM Bundle – International WG50063

Firebox X55e Wireless UTM Bundle – China WG50064

Firebox X55e Wireless UTM Bundle – Japan WG50063-JP

UTM Bundle – One Solution, One License, One Great Price

Now everything you need for comprehensive unified threat management, including
WatchGuard’s ground-breaking LiveSecurity® Service for expert guidance and
support, is in one convenient package. An exceptional value, each bundle includes: 

• Firebox X Core or Firebox X Edge security appliance

• spamBlocker (1 year)

• Gateway AV/IPS (1 year)

• WebBlocker (1 year)

• LiveSecurity Service (1 year)

System Requirements
Firebox X Peak or Core
Appliance Software Fireware® 10

Administration Windows 2000, Windows NT, Windows XP, or Windows Vista 
to support WatchGuard System Manager 

Support Active LiveSecurity Service subscription

System Requirements
Firebox X Edge
Appliance Software Edge v10

Administration Windows 2000, Windows NT, Windows XP, or  Windows Vista 
to support WatchGuard System Manager or web UI

Support Active LiveSecurity Service subscription

To enhance the built-in zero day attack prevention of the Firebox® X, you can
add security subscriptions for even greater levels of protection. Subscriptions are
easy to enable on your Firebox X using a simple license key. That’s it – no extra
hardware to buy! Along with WebBlocker, our suite of security subscriptions includes:

• Gateway AntiVirus/Intrusion Prevention Service with anti-spyware:
Powerful signature-based scanning at the gateway stops known viruses,
spyware, trojans, and other malware before they can enter your network.

• spamBlocker with virus outbreak detection: The best in the industry at
distinguishing legitimate communications from spam and virus outbreaks
in real-time, blocking up to 97% of unwanted emails. Blocks spam
regardless of the language, format, or content of the message.

These fully integrated security subscriptions are easy to deploy and
manage on the Firebox X. Each is priced per appliance rather than per
user, so one subscription provides network-wide protection for all users
configured behind your Firebox X.

Security Subscriptions Boost Protection

FREE 30-day trials
Get free 30-day trials of Gateway AntiVirus/Intrusion Prevention

Service, spamBlocker, and WebBlocker for your Firebox X Peak, Core,
or Edge. Contact your reseller for details.

WebBlocker


